011_004 Algebraic_Structures
L= :3-2-104 2.7
<, +,-, -}/>)' L e closdd wilh regped to 4+, —, gperations
L~ ring of integers
1. o suke =5 9
2. pssociativily Y abred — @+b)+C= a+ (bic)
Ca'b)» ¢ = a@i(bec)
3,0 additively nedral lymept.

Vaééf.’ aA+p0 = 0O0+ao =a
Y. $a e L—=3F) -a € I : a+[—a):éa)+fq:@
—a 15 an aé)///i'ﬁvé% inveozse elenren?.

5.4 is a MVM%/M{M/V% el oleiment
Vae L : a1 =414.a=q

6! Not all olowrvs,7< have mﬂ/f,//zwyfwgéy Lzl Aessy,
couds thal B8 = & a=A xcepl cloned L.

F- Distridudion propedy

Ha b, ced —> Ao (bec) =a-b+ac

A%O{‘o’f%m im gﬁ

4, Grealesl (oo Diyiabr; > qﬁcﬁ/(dﬁ h)

gw/ [(, 45) =3 gf?cp/(//p//j—)::f

P e

(g (8)15) =1 D

I% g (2, ») =4, ther g awd p ore Fé@/ﬁ%g% Pl

2. Extevntod ELcllid 4@0mi%/44 P >> @%k/‘ﬂ(% n)

Opereantion vorduls v s wodn.

bz 4. A3F ol yl) =(5)=~

[ 77
/ j{g}’ 12
133 = A2:0()~ 5

27

22

011_004 Algebraic_Structures Page 1



- a1 =
13F = 4200~ 5 \;:;
22

Pz2 hn=2: VYoecX —=ammo =[0, & a wmw (e
Awed 2 £ 40, 1% L, i @ odf (@)
L med 2 :40(;{}}- — W"W/Z’ﬂpjg(g):f(af}:ofz
&L =L = {04} xoR  AND
Lo arithmetics : < I, |, @, 8>

| e 0O .0 @ |[o 4 @ xol

el e & , f . oo A Fxeloegive OR
A =4 e

e & lo 1 U AND

2l e e e =0 _ Lloo Lompunilion
Fle & o=1 1o 1

XOR and AND logical operations in Boolean algebra can be
illustrated by dartboard game.
Single Boolean variable can be represented by the set of 2
values {0,1} or {Yes,No} or {True,False}.
Let U is some universal set containing all other sets (we do not
takke into account paradoxes related with U now).
Let A be a set in U. Then with the set A in U can be associated
a Boolean variable ba=1 if area A is hit by missile

ba=0 otherwise.

For this single variable ba the negation (inverse) operation " is defined:

b4 =0if bs=1,

b4 =1 if b4=0.

Bollean operations are named also as Boolean functions.

Since negation operation/function is performed with the singe variable it is called a unary operation.

There are 16 Boolean functions defined for 2 variables and called binary functions.
Two of them XOR and AND are illustrated below.

U
(0,0)
(0,0)

(1.0) (0,1)
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Venn diagram of A&B operation.

Venn diagram of A@B operation.
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Let we have any set G consisting of the elements of any nature, i.e. G={a, b, c, ..., z, ...}.
1. Definition. A set G is an algebraic group if it is equipped with a binary operation e that satisfies
four axioms:
Operation e is closed in the set; for all a, b, there exists unique ¢ in G such that aeb=c.
. Operation e is associative; for all a, b, ¢ in G: (aeb)ec=ae(bec).
. Group G has an neutral element abstractly we denote by e such that aee=eea.
. Any element a in G has its inverse a™* with respect to e operation such that aea-'= 4:lea=e when e is neutral el.

For curiosity, can be said that group axioms seems very simple but groups and their mappings describes a
very deep and fundamental phenomena in physics and other sciences. Among these mappings a special
importance have mappings preserving operations from one group to another called isomorphisms, or
homomaorphisms and morphisms in general. Isomorphisms have a great importance in cryptography to realize
a secure confidential cloud computing. It is named as computation with encrypted data. The systems having
a homomorphic property are named as homomorphic cryptographic systems. They are under the development
and are very useful in creation of secure e-voting systems, confidential transactions in blockchain and etc. We
do not present there the construction of these systems and postpone it to the further issues of BOCTII, say in
BOCTII.2. There we present one very important isomorphism example later when consider so called discrete
exponent function (DEF).

T1. Theorem.If P is prome ,*hets cf::{//, 2,3, .y p-1} where gpetaTion
is i pliqalion wiod p iz a m;/f//&'mﬁz/g geonp-
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3 3 6 9 M)a 710 2 5 8 -
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https://en.wikipedia.org/wiki/Set_(mathematics)
https://en.wikipedia.org/wiki/Binary_operation

I U Z o) 4 2 o] / o I 1V ‘_; 1

2)2 4 6 8 10 @/3/?—7/5’—\;@’—/

3 3 6 9 [1)4 7 10 2 5 8

4)4 8 1) s 9 2 610 3 7 %53 pad Al = (2 med =1

5 510 4 9 3 8 2 7 (L6 U4, :@/4) =1

6 6 1 7 2 8 3 9 4 10 5 No4

1

7 7 310 6 2 9 5 1 8 4 b= 3 od

8 8 5 210 7 4 1 9 6 3

9 9 7 5 3 110 8 6 4 2 59=4U5madl=1

— A
010 9 8 7 6 5 4 3 2 1 5+t 0= )¢ l;ﬂ
L4
Power Tab.
Zy*
A0 1 2 3 4 6 7 8 910 7hy oo of mumbets that
1 1 1 1 1 1 1 1 1 1 1 (
At et ) Zhe
2)1 2 48510 97 361 °7° g g o :
3 1 3 9 5 4 3 9 5 4 1 pumwhbeats i he sel JM
4 1 4 5 9 3 4 5 9 3 1 5 ﬁMf&ﬂ{ﬂédéjp{
5 1 5 3 4 9 5 3 4 9 1 4
8 1 6 3 7 910 5 8 4 2 1 gewer=tex /47’{2:519213}
71 7 52 310 46 9 8 1 .50 Zo*
n 0/9

@)1 8 9 6 410 3 2 5 7 1 A P
9 1 9 4 3 5 1 9 4 3 5 1
10 110 1 10 1 10 1 10 1 10 1

Jot G bo a //m'z% group with rd (&):(&[':/(/,

Def. L. The elewen? g i o genveator if 25, 1=04,2 /-,
%&Wizé 20 N elemnerits @Zé¢

9@% 2. The gro wp G which cown be gémﬁzdféﬂ/%/g@/oéfﬂfor
G 5 A cylic grovp end i dendled by < 2> = &.

Cyclic Group: Zp* = {1, 2, 3, ..., p-1}; *mod p, -mod p- lé p= 44),}/,,%
Let p is prime. _ _
Then p is strong prime if pz2g/+ 1 where g = (p-1)/2 is prime as well. 7/ = (11- 4>/2 =7
Then g in Zp* is a generator of Zp* if and only if .
(iff) g2% 1 mod p and ¢9% 1 mod p. P14 are prune

For example, let p is strong prime and p=11, then one of the generators is g=2.
Verification method: g2# 1 mod p and g% 1 mod p.
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The main function used in cryptography is Discrete Exponent Function - DEF:
DEFy(x) =g*mod p = a.

5 Documents » 100 MOKYMAS [16¥] 1 DEF v-4 pptx
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How to find inverse element to z mod n?
>> mulinv(z,n) ]

Inverse elements in the Group of integers <Z,", ® mod p> can be found using either
Extended Euclidean algorithm or Fermat theorem, or ...

Let we have z in Z,", then to find z2 mod p it can be done by Octave:
>>z_ml=mulinv(z,p)
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@: ?wmw/P,'

>> mod_exp(2,3,7)
ans=1

V)/VZ -1

>> pi

ans =3.1416

>> xrange=16*pi
xrange = 50.265

>> step=xrange/128
step =0.3927

>> x=0:step:xrange;
>> y=sin(x);

>> comet(x,y)

>> p=127

p=127

>>g =23

g=23

>> x=0:p-1;
>>a=mod_expv(g,x,p)
>> comet(x,a)

OWF
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